Kent Fraud Alert System

Update on Census Fraud

T0 STOP FRAUD'

We have been alerted by Action Fraud that fraudsters have been using the Census as an opportunity to

trick people into paying a penalty for missing information on their census forms.

Please remember that you will only ever be contacted about the Census via letter, and any approaches by

email, text or phone are ascam.

If you believe you have fallen victim to this scam, then report it to Action Fraud at
www.actionfraud.police.ukor calling 0300 123 2040 and forward any scam text

messages to7726.

CENSUS: There is missing
information from your application.
Failure to update your details may
result in a £950 penalty. Visit:

Contacting Kent Police

www.kent.police.uk n g

Preventing fraud

Together,
let’s stop
scammers.

Remember, ABC:

W never Assume

W never Believe

W always Confirm

Get the latest
scam advice: ,
@KentPoliceECU

Report a non-urgent crime online www.kent.police.uk/report

Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If deaf or speech impaired, text ‘police’ and your message to 60066



Kent Fraud Alert System

From our colleagues at Kent Protect - Asda and Morrisons “out for

delivery' text scam”

T0 STOP FRAUD'

How the scam works —

One of the fake texts (shown below) claims ‘your Asda order is out for delivery’ while another pretending

to be from Morrison’s claims to offer details of your grocery order.

Your Asda order is out for delivery, visit Your Morrisons order will be delivered

http:/ soon. Details at:
to track your order and http:
view your delivery note

. 5:-:25
The links will lead you to a webpage that ot Bgld
TANDARDS
apparently allows you to trackyour order

and view a delivery note. However, any nsnn & M 0 Hnlso “s
details you put in this webpage is used by

fraudsters totarget your bank account. TExT sch

Preventing fraud

Itis a scam, please do not click on any links and forward any scam texts to

Together, 7726.

let’s stop

sCammers. If you believe you have fallen victim to this scam, then contact your Bank
Remember, ABC: immediately and report it to Action Fraud at www.actionfraud.police.uk or
m never Assume calling 0300 123 2040.

W never Believe
W always Confirm
Get the latest
scam advice: ,‘

@KentPoliceECU

Contacting Kent Police

Report a non-urgent crime online www.kent.police.uk/report

Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If deaf or speech impaired, text ‘police’ and your message to 60066

www.kent.police.uk n g
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BT Phishing Email

T0 STOP FRAUD'

This was forwarded to me this week by a Kent resident and appears to be another new phishing email. The

link takes you to a website thatis classified as being “malicious.”

If you get any suspicious emails like the below. Then please forward to report@ phishing.gov.uk

From: Email Service XXXXXX .
Sent: 21 May 2021 07:45 Preventing fraud
To: XXXXXXXX

Subject: Checking Bill

N o Together,
British Telecommunications Plc s
let’s stop
Dear user, scammers.

We're closing all older versions of our mailboxes from May 20, 2021. Remember. ABC:
y .

Please follow the link below to update your account:
never Assume

NEW VERSION

W never Believe
Thank you. Please do not reply to this message. Mail sent to this address cannot be answered.

W always Confirm

British Telecommunications plc, Registered office: 81 Newgate Street, London, EaC1A 7AJ

Registered in England no: 18008000 Get the latest ,‘
scam advice:

@KentPoliceECU

All information was correct on the date we sent this email.

If you believe you have fallen victim to this scam, then contact your Bank immediately and report it to

Action Fraud at www.actionfraud.police.uk or calling 0300 123 2040.

Contacting Kent Police

Report a non-urgent crime online www.kent.police.uk/report

Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
In an emergency, if crime is in progress or life is in danger call 999

If deaf or speech impaired, text ‘police’ and your message to 60066

www.kent.police.uk n g



mailto:report@phishing.gov.uk
mailto:email@btclick.com
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Investment Fraud

This week we have been supporting an Action Fraud campaign via our twitter platform TO S.I.OP I:RAUD
about investment scam’s, which target both young and old and with victims often

targeted via social media platforms. So, follows us on Twitter @KentPoliceECU to find out more.

Below is some advice from the City of London Police on how
Over £63m was lost

by victims of
investment fraud who
made reference to a
social media platform
in their report.

to avoid becoming a victim of these scams —

e Besuspicious ifyou are contacted out the blue about an
investment opportunity. This could be via a cold call, an e-mail
or an approach on social media.

e Don’tbe rushedinto making an investment. No legitimate

organisation will pressure you into making a transaction or

committing to something on the spot. Take time to do your research.
e Seekadvice from trusted friends, family members or independent professional advice
services before making a significant financial decision. Even genuine investment schemes Preventlng fraud

can be high risk.
Together,

let’s stop
scammers.

Remember, ABC:
e  Always checkthe FCARegister to make sure you’re dealing with an authorised firm and ?
check the FCA Warning List of firms to avoid. m never Assume

e  Only use the telephone number and email address on the FCA Register, not the contact W never Believe

e  Use afinancial advisor accredited by the Financial Conduct Authority. Paying for
professional advice may seem like an unnecessary expense, but it will help prevent you

from being scammed.

detailsthe firm gives you and look out for subtle differences.

W always Confirm

e Just because a company has a glossy website and glowing reviews from ‘high net worth’

investorsdoes not mean it is genuine — fraudsters will go to great lengthsto convince you Get the latest ’
scam advice:

@KentPoliceECU

they are not ascam.

® Remember, if something sounds too good to be true, it probably is.

If you believe you have fallen victim to this scam, then contact your Bank immediately and report it to

Action Fraud at www.actionfraud. police.uk or calling 0300 123 2040.

Contacting Kent Police
Report a non-urgent crime online www.kent.police.uk/report

Ke n t Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
- In an emergency, if crime is in progress or life is in danger call 999
PO I IC e If deaf or speech impaired, text ‘police’ and your message to 60066

www.kent.police.uk n g



